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Abstract. ‘The goal of our research consists in analyzing the level of security of mull- en-
crypled information. We exploit a formal model for reasoning about securily computer
syslems, i.c. perfect eryptography and the Dolev-Yao adversary model. Taking into account
weakness of cryplosystem, we use probability parameters for elucidate the scale of thread
connected with  possibility of messages decryptions. Some cryptographic protocols and
attacks on them suggest that the order of encryptions does not affect the probability decryp-
tion. We ury to demonstrate that, in the case when we regard different messages encrypted
by the given set of keys, the order of coding can play an cssential role.

Introduction

Dolev and Yao |1]| introduced intuitive formalization of cryptographic opera-
tions. Many definitions have been proposed on the basis ol approaches ranging
from modal logics to algebras [2-8]. Much cryptographic analysis of security
protocols leads to hypothesis that their algorithms are pertect. They need the de-
cryption kevs to extract plain text from ciphertext, Ciphertexts is generate with
appropriate kev and message. Regarding these assumptions and given number of
protocol sessions the insceurity problem is decidable [9-12]. However, it remains
an open questions, whether this resull remains valid when intruder model is ex-
tended by. for example, low level cryptographic primitives [14. 15]. The unifica-
tion algorithms | 8] arc prepared for handling properties of Ditlie-tHellman erypto-
graphic systems. These results do not solve more general insecurity problems. In
this paper, we show that the insecurity problem that use public-key encryptions
operators admits combinatorial methods relay on finding tepeated kevs in differ-
ent sequences in operation encryption process. The intruder dealing is treated as
a process, referring to the probabilistic polynomial time description form. It per-
mits to randomly gucss dala. obtain results of statistical analysis ol exchanged
information, exploit keys weakness, use well-known attacks to the used algorithms
and exploit partial information to reduce the range of searches. For the used model
the probability of illegally cryptanalyzing information from ciphertext may be not
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negligible. So. we abandon the perlect cryptlography assumption and we investi-
gate encryption structure that may be violated [16. 17]. When computing the prob-
ability of retrieving data, the intruder knowledge increases as it succeeds in obtain-
ing new information. These considerations are discordani with the usual assump-
tions made by formal models. which do not define security in terms of probability
of successtul attacks. As a consequence, in practice. formal proofs are not enough
10 guaraniee system security. We propose definitions and estimations for probabil-
ity parameters for different Kind of encryptions.

1. Grammar basc for chosen encryption notions

We consider a dillerent type ol encrypted information processes sending:

1) A| —}A_‘: {.1'{: IN|
443%,43: {{A’I:Kl}ﬁl

An 19‘411: {{A’M}Kl} "'}KH
2) A= B: (WM xateat-. fan)
3) A— B: ({{{{Madse)a) (1

All of them as well as different others can be intercepted by intruders. So we
treated them similarly as multi-encrypted secret information.

In our investigation and examples the simplified notation will be used A(8) >
I ($M1 4y will be noticed simply by (1M ¢). where 4,8 arc honest users and / is
intruder or A(B) — I (J{H{Mixileat.. e ) will be noticed simply by
CRREE TSR TEI IS PO N

The first notation means that the user 4 or B sends encrypted message ({A}¢)
and this information is intercepted by intruder £ The consequence of this fact can
be described: 7 > ({M}y), which means that the intruder obtains information
({ M) (information not addressed to him).

The second notation means that the user A or B sends a multi-encrypted mes-
sage (J{4{Muitaa). -t ) and this information is intercepted by intruder 7:
Io (UM kb )

Henee, we can deseribe facts about intercepting information by the intruder
simply as (JM}ey or ({444 MY e bia b bea). Expressions are defined by the gram-
mar:

MNu = oxpressions,

K key (K< Keys (nonempty set of key symbeols),
n fixed length string: plain - text massage,
(MA)  pair,

{M}yr  encryption of M under XK.
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Let’s recall the often used relation A7 1> & which says that & can be derived

{rom M. This rclation has the following features :
M M.
MPNMAMPN = M (VAN

M (;‘\"],;Vi’_) = M ;\v"| AMPB .'\'77_.

MPNAMPK = M (N,
M Nk A MK = MPN

(2)

The expression N = ({AM} . {K,}cn) consists of two coded texts. The K, key
can be deerypled with a difTerence probability which depends on the length of K.
Retrieving 3/ from N: N = M in polynomial time we can assune that the probabil-

ity of secrecy braking p is equal 1.

N-(iMie, (Kidww) = N = (M. KY)

Let’s introduce the probability in process of stepwise secrecy braking associat-
ed with kevs cracking. We assume that initial knowledge of obtaining useful in-

(ormation is obtained with probability equals 11 p{{M} .. ) — L.

‘I'he user can obtain A/ from {Af} ., if and only if K, can be derived from

G (G P Ky).
Multi-enerypled M:

(LM bl i)

will be deerypted with probability p*m*... *p,,. where p, | - probability of decrypt-

ing ({4 H{Myxitrad o den)
M encrypted by multi-encrypted Keys

UMy 4K o) )

will be decrypted with probability g, *¢.*... *q,. where ¢; | - probability ot decrypt-

ing K.
We can present grammar of multi-encryption of message and multi-encryption
of key:
UM b)) o= multi-enerypted message,
n degree of encryption nesting p, probability of
decryption ({{{{M}xif et Jaimi)s
where K_1.K.s.....K, had been already decrypted.
pro—pea D, probability of decryption  ({{{{A}x1txat.. bir 1
where

none of X, 1.K, ~.....K,, had been already decrypted.
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and
UK b ) o multi-encrvpted key
n degree of encryption nesting g, probability of

decrvption X, |, where X, 1.X, »,....K, had been
already decrypted,

qr, = gy, probability of decryption K;_;. where none of
K, LA, -.....K, had been already deerypted.

Reulizing difTerent operations of communication in the network it is possible to
obtain the same secrets from different sources. Communication operations are
olten associated with coding procedures leading to the nested encrvpted seeret:

(PUIMI bt b
UM gk - bana)s

({ : ’I {:1'1}'A'I./'}K2_l':' . :’I\'n./')s

and
A ]
UMb A UK e U b -
CGMyee o VUK 2her 2b - b 20
({tl} Kl ae { { :kl.f'l.\'}k"_‘.r .\'} }Ku.j' .v)- (3)

where », s - numbers of operations with multi encrypted secrets and keys,
respectively.

For cvery sct of operations we can ¢slimale probability ol deerypting scerct
M: pq1.pgs,..... pg.. where 4 - number of set of operations.

From all operations variants we chosc the formula below, which is associated
with maximum pg, probability:

o(My—{v | pg—max {pg.pga... PGe... PG}

Obviously, it is possible that K, = K;,,. [lence, there is possible catlicr encryp-
tion of information, which will be used in ditferent operations 7 in future, which
can decrease the probability level py,.

Let’s introduce parameter ol message and key encryption probability with the
tfollowing grammar:

Py, = message encryption probability (message obtained from i-th operation).
pg''s:= K, eneryption probability (from i-th operation),

i - numbers of chronologically sequenced operations.

J - codes of keys.

(EH A bt e ) P O M b b o i) |I7"s il Ty DY (N
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tor i-th operation
UM b ) P OHIM G w0 - 1) |}??'.\-_ 1

for / = i-th operations
where A= B |p — B derived from A with probability p.

Let’s show several examples:
Example 1. In rows chronologically sequenced operations:

Mg, (KK gs) (4)

pg(A)=max ;¥ ppps, gstpe palipsd
FExample 2, The permutation of keys in multi-eneryption of message
UMbl el k)
PM2 it &)
M2 istiiet a)
)
1

VM2 st a2) ©)

pg(M2Yy = max{p *ppa o G 3 pe pORt et pse Pt tpad
¥ 3ty
Fxample 3. The permutation of keys in multi-encryption of key

QM3 o, AK b of e

(M3} o, 1KLKS xd od sa)

M3k Kbl ad o)

({M3 s K eab kb an) {(6)

pg(M3) = max{g:*q:2*q:* 1. @0t P @ gt e YR gp.
G¥e*p. @tpa pe @t g ttgs pL s qitpad

2. Threats follow from set of multi-encrypted operations

Let's assumc. that the length of all X, is the same and probabilitics of their
encryption also are the same and equals p. On the stipulation with it we have
pg (M) =p’, pq (M2)=p', pg (33) = p.

To accelerate decryption processes for multi encryption messages we can find
the same keys sequences in specific encrvption matrix. This matrix we create on
base of sequence. chronology for every operation. The form of such matrix con-
tains keys data in rows in particular operation (Table 1).
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Table 1
Encryption messages matrix EMK, where: ind K;;, - index of i-th key in encryption
chronelogy ({{{{*}x1)x:}..} x»} and in operation f, {nt - the number of operations

/1 2 [ I e
op. | itred Ky 1y ind K2y, e Ky gy ind Ko, 1y
op. 2 itted K)oy ind Kiany ind Ko intet Kooy
op. Im ined Kogn | imd Ko jan ind Koy gy | oo ind K, i)

For next example encryption messages matrix will have following from
(Table 2):

Table 2
Encryption messages matrix - example
/1 2 2 4+
op. 1 1 2 3 4
ap. 2 2 4 1 -
op. 3 3 4 - -
op. 4 4 3 1 2

Obviously. we can use information about broken key Ky and K to deeryption
message from operation 3.

Similarly, we usc the data from encerypred keys. [n this kind of cncryvption we
can build two tables: the first for keys direct encrypted messages F3M, and the
second only for encrypted keys KK (lables 3, 4).

Table 3
Keys direct encrypted messages
¢l
op. 1 ind Ky iy
op. 2 ind K 5
op. hn ind Ky
Table 4
Encryption keys matrix
¢l 12 [/ 2 "
up. | ind Ky, | ind K=y ind K1y ind K,y
op. 2 md Ky sy | tad Kia sy el K, oy ined Ky

op. Ini ind Ky gon | ind Kz g, ind Koy vy | oo ind Ky
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Table 3

Keys direct encrypled messages - example

tl
ap. 1 2
op. 2 2
ap. 3 3
op. 4 4

Having such prepared data, we can propose analysis methods of possibility
messages decryption, which delivers the shortest paths to the dangerous situation
of:

— confidentiality braking consists in reaching the first open figure ol message,

— confidentiality braking consists in reaching all open figures of messages. Our
tirst proposed method referrers to multi encrypted messages and bases on:

— selection one of eneryptlion sequence represented by chronologically ordered

key indexes - current pattern (one on row in Table 1),

— scarching the same patlerns sequences in processes of encryption in remained
eneryplion sequences.,

— comparison of common sequences locations and estimate the scale of differen-
tiation SD(/)y (it will be also measure of decryption probability)., where
i-number of rows which play role of pattern location.

Istiyim  fes(f)—Isti)y+1
SI)( 1') - { Z z Z (IO(‘_KH.// = [O(,‘_‘;{!"'”): K(u./:- - K{r.n} B (7)
u=1j=1 r=ise(f)-1)

where:

if - numbers of operation,

iy - numbers of keys on encryplion sequence,

Is (i.f) - length of pattern sequence of encryptions in i-th rows,
loc K, - location of z-th key in i-th row,

(foc_K..,, = loc_K,,) - is binary evaluated {0,1},

(—1) - means negative step of index v changing.

So, SD(i) shows us the maximum decryption probability, increasing (maximum
acceleration of decryption process). results from using decrypted keys from one of
the other operations (rows in above presented matrices).

Graphically. we can present this algorithm as in Figure 1. Additionally, for
every operation (row /). we can find the most cooperated operation (row j).
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where i |max> i, - in operation i, arc exploited decrypted heys, obtained from
operation i, |.
‘I'he direction of cooperation can point out a set of operations and can indicate
mutual appointments (Tab. 6 - last column).
Table o

Preposition of cooperation ameng operations in decrypting process

71 2 2 4 max -
ap. | | 2 3 4 2:4
o 2 2 4 1 - l
ap. 3 3 4 - - l
op. 4 4 3 1 2 1

Coming back to probabilitics we can say that probability ol decrypting all mes-
im .
sages increases in 1-[ £ times. When a given key is deerypted we exclude
i=1
adequate probability factor from the multiplication formula.
At last, the set of cooperation with /-th operation encryptions SC{/} is built:

Is{is(f)—Is(i)+1
SCh = {0 D D Uoc_Kuy > loc_Ka)  wn son” 0, (9)
u=1 v=Is{j)(-1)

where (*)] g - w1 - value of expression under condition X,,,,, = K.
So. for all rows in our example we have the following set of cooperation in de-
cryption process:
SC() = 12,4},
SC{) — {1.3.44,
SC(1) — {1,3.43,
Sy = {1},
Total sct of cooperation among all operations encryptions 1s cqual:

Imt
sc=J s

i=1

The second proposed method referrers to multi encrypted keys and bases on:
— sclection all keys of direet enerypted messages Ky, (Tables 3. 5),
— searching the same keys in sequences of encryption in all operations,
— cstimation of the scale of decrypting all messages acceleration KIX(/),
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a)
b)

(A2 e hbad IKLK gs)
(UM wiad)

UM, 1K es)

UM s, (KK fxs)

4

UM staiag) (11)

3. Encryption with given threshold of security

The level of security is expressed by probability of decryption. Generally, it is
possible to define probability of decrypted [ull information (all messages) sent and
received by group of honest and dishonest users. In our approach we estimate this
parameter as tollows:

im
p=psc H H D (12)
i=l 1reSC

where:

pse = H ¢, - probability of acceleration of decryption all messages,
ueSC

psci(iy = H ¢.~ probability of acceleration of decryption i-th message.
ueSC(i)
Increasing the number of stages of enceryption we obviously increasce the level
of security and on determined stage we obtain: p < thresh, where thresh - given
level of security.

Conclusions

We have shown that by using the system of keys we can regulate the level of
security, The threat level is the grater the larger is set of commaon {the same) keys
used in different stages and in different of encrypting operations. To effectively
increase seeurity. in the better variant. we obviously use unexploited. keys up till
NOW,

References

[1] Dolev D.. Yao A.. On the sceurity of public-key protocols. [EEE Transactions on [nformation
Theory 1983, 29, 198-208.

[2] Degane P.. Zunino R.. A Note on the Perfect Encryption Assumption in a Process Caleulus,
Foundations of Software Science and Computation Steuctures (FOSSACS 04). Springer Verlag.
2004.



124

H. Piech. P Borowik

[4]

[10]
[11
[12]
[13]
[14]
[15]
[16]

[17]

DeMillo RA. Lynch N.A. Merritt N.AL Crvptographic Protocals, Proc. of the 14" Annual
ACM Svmposiun en Theory of Computing, ACM Press 1982, 383-400.

Purunte A.. Focardi R.. Gorriert R.. A Compiler for Analysing Cryptographic Protocols Using
Non-Interference. ACM Transactions on Sotftware Enginecring and Methodology (TOSEM)
2000, 9(4), 189-530.

Gray 1L )W, Toward a mathematical foundation for information flow security. Journal of
Compurer Securiey 1992, 1, 255-294.

Kemmerer RAD Analyzing eneryption protocols using tormal veritication techniques, IEEE
Tournal on Selected Areas in Communications 1989, 7(4). 448-4357.

Paulson 1..C.. "The inductive approach to verifving cryptographic protocols. Journal ot Computer
Seeurity 1998, 6(1-2). 85-128.

Schneier B, Applicd Cryptography. second ed.. John Wiley & Sons, New Yoark 1996,

Amadio R.. Lugicz D.. Vanackere V.. On the symbolic reduction of processes with and privacy.
IERE C8 Press 1996, 174-187.

Chevalier Y.. Vigoeron L. Towards Efticient Automated Verilication of Security Protocols.
Proceedings of the Verification Workshop ¢ VERLFY 01 (in connection with WCARG1). 2001.

Sandhu R.S.. Cryptographic implementation of a tree hierarchy for access control, Information
Processing Lellers 1988, 27, 95-98,

Rusinowiteh M., Turuani M.. Protocol Insceurity with Finite Number of Scssions is Npcom-
plete., Proc. o CSFW-14. 174190, 2001,

Pereira O. Quisquater J.-).. A Security Analysis of the Cliques Protocols Suites, Proc. of
CSFW-14. 73-81. 2001,

Ryan P.. Schneider S.. An auach on a recursive authentication protocol: A cautionary., tale.
Information Processing Letters 1998. 635, 7-10.

Meadows C.. Narendran P.. A unification algorithm lor the group Dillie-1lellman protocol.
Proc. al WITS. 2002,

Yeh TH.. Chow R Newman R A key assignment for enforcing access control paliey excep-
tions. Proceedings on Inlernational Symposium. 1998,

Zhang K., Threshold proxy signature schemes. Information Sceurity Workshop 1997, 191-197.



